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Overview 
Key Steps to Protect Yourself 
You – It all starts with you! 

i. Social Engineering 
1. Common misconception – Computer hackers and cyber criminals will use only 

the most sophisticated means to attack and steal sensitive and confidential 
personal information. 

2. Most common approach involves the attacker simply talking to you or 
attempting to mislead you into providing your credentials/information. 
a. Even at the biggest firms and companies, employees are typically the 

weakest link. All the hardware in the world cannot prevent an employee 
from being phished! 

3. Social engineering is a type of psychological attack whereby an attacker 
misleads you into doing something they want you to. Scams & cons are not 
new, but the attackers have learned that this is extremely effective when used 
over the Internet. 

ii. Common attacks 
1. Phishing Emails – Emails from sites/companies looking for you to urgently log in and 

claim an offer, renew your credentials/security settings, fix a broken profile, etc. 
a. Beware of all email links and attachments! Typically, delete them all and 

ignore. If you didn’t request a support email or password reset, it is likely a 
scam! 

b. When in doubt, delete the email and contact the sender directly, over the 
phone, to confirm the request. 

2. Technical Support Phone Calls – Phone calls are becoming more and more 
prevalent in attempts to have computer users unsure of themselves provide 
valuable information. “Something is wrong with your PC, let me help you fix that.” 
a. Beware of all phone calls from “tech support”, nearly 100% of the time, 

Microsoft isn’t going to call you! They’ve already sold the software; it is your 
responsibility to make sure you’re up-to-date and not infected! 

b. Never provide credit card information, go to any site wherein they may 
provide remote technical support or download the “fix”. 

3. Caller ID Spoofing – Another threat vector is caller ID spoofing. 
a. Caller ID data can easily be spoofed or copied to make the caller ID display 

appear as if it is coming from a reputable business, but more often than not, it 
is faked.  

b. Treat all calls with suspicion, especially those from the “IRS”, “Social Security 
Agency”, financial institutions, medical professionals, etc. 

4. Crypto/Ransomware – Another threat is crypto-/ransomware. The attack vector 
begins similar to the previous attack methods, however, instead of simply infecting 
your computer or taking control of it, they install malware and lock your computer 



down in a way that prevents you from accessing any files and demand a ransom, 
typically in the neighborhood of $500 or more! 
a. The FBI and other top-ranking security firms suggest that you simply pay the 

ransom. Once paid, the attacker(s) will provide the unlock codes or unlock the 
files remote and you’ll have your computer and files back. Many times they 
simply want the cash to unlock the files, they don’t need/want your files. It’s 
more valuable to demand the ransom and get it, than to attempt the credit 
card fraud. 

b. Backups can prevent you from having to pay a ransom. If you have a backup 
service or plan, you can simply restore your data on a newly rebuilt/reimaged 
machine and avoid any payments to criminal entities. 

c. Crypto keys change frequently, the steps required to unlock also change 
rapidly, and it is insanely difficult to prevent the attack once initiated. The 
scam is so good, the criminals are creating legitimate jobs at call centers 
around the world to collect money, provide technical support, and unlock 
the computers of the victims! 

Updating Your Devices 
i. Computers – Always keep your computers updated! Microsoft & Apple Updates are 

routinely provided to ensure that your computer operating systems are protected 
from bugs, attack points, and other vulnerabilities. Many applications, such as 
Microsoft Office also provide routine updates to ensure protection. 
1. Turn on auto-updates for all programs that offer it, especially for your 

operating system!!! 
ii. Smart Phones – Smart phones are not protected or omitted from possible 

attempts to attack and 
1. Turn on auto-updates and perform all application updates when they 

become available. 
a. I know that sometimes things change. Typically, it is for the better. 

Sometimes it stinks, you cannot find things and layouts change, but the 
alternative is that the code is vulnerable, and you are hacked, and your 
identity stolen because you couldn’t manage to update. 

iii. Tablets – See above!!!! 

Passwords Can Work 
i. Complex vs. Strong 

1. 15+ characters 
2. Letters (upper and lower case), numbers, and symbols (if allowed) 
3. Don’t repeat characters or patterns  

ii. Different for each site 
1. Once you have been compromised, what happens if you use the same 

passwords for Google, Facebook, online banking, credit card companies, etc! 
Once the fuse is lit, it is only a matter of time before the attackers have all your 
information. 

iii. Password Managers 
1. Use of an encrypted password manager can really ease the “burden” of good 

password hygiene 
iv. Two-Factor Authentication/Two-Step Verification 



1. Who are you? You have 3 things that help confirm your identity: what you know 
(username & password), what you have (driver’s license & cell phone), and what 
you are (fingerprint). 

2. Many sites allow you to turn this on and while it can be a pain, it can save you a 
tremendous amount of time and headache if you’re compromised but have this 
turned on. 
a. They may have your username and password, but you still have your cell 

phone. They can only go as far as sending a randomized numeric sequence 
to your phone, which you have, before they can access your online account 
information. 

3. Security Keys – hard & soft tokens are better than SMS two-factor authentication, 
but SMS is better than username & password. 

Browsing with Encryption 
i. HTTP vs. HTTPS – end-to-end encryption from your browser to the website server. Not 

perfect and from time-to-time, it has been compromised, but it usually indicates that 
the sites value your privacy. Nearly commonplace. 
a. Many browsers (Chrome, Firefox, Safari, etc. have enhancements that force HTTPS 

everywhere, or extensions that can do it for the browser) 
b. Many browsers are also beginning to create roadblocks to help inform users that 

the link you’ve clicked is trying to send data to another site, commonly used in 
click/link tracking/referral links for analytics. Generally, they’re trusted, but if you 
ever get concerned, better to type the address/URL manually to get to where 
you’re going. 

ii. VPN – virtual private networks are also commonplace when connecting to business 
assets, but they can also be utilized when traveling to ensure the encryption and security 
of the data you are transmitting. VPN services do traditionally cost money to enable and 
use, but they are effective. 

Securing Your Home Wi-Fi Network 
i. Change admin password for router 
ii. Enable strong WPA/WAP/WEP security and use a strong password for all network 

access, I don’t recommend GUEST networks, though I can understand the need and 
desire to make access as simple as possible for family, friends, and visitors 

Backups Are Your Friend 
i. Simple, reliable backup system a must! Online, external hard drive, or some other 

method, just do it! 
ii. 3-2-1 rule for backups 

a. 3 backups; 2 on separate media/devices; 1 offsite (media or cloud) 
  



Helpful Links: 
• Backup strategy: https://www.nakivo.com/blog/3-2-1-backup-rule-efficient-data-

protection-strategy/ 
• Stop, Think, Connect: https://www.stopthinkconnect.org/ 
• Stay Safe Online: https://staysafeonline.org/stay-safe-online/ 
• SANS.org OUCH! Newsletter: https://www.sans.org/security-awareness-training/ouch-

newsletter 
• Security Planner: https://securityplanner.org/#/ 
• Have I Been Pwned?: https://haveibeenpwned.com/ 
• Passfault (Password Strength Evaluation): http://passfault.com/ 
• Decent Security (Default Hardening Steps): https://decentsecurity.com/ 

Conclusion & Questions? 
Thanks 
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